CAPABILITY STATEMENT 2025

AN

AVANTGARDE

Microsoft Cloud

® 6 6 06 06 06 0 0 0 0 o

Identity Management / Hybrid Authentication
0365 Hybrid / Modern Hybrid

Microsoft Intune / Auto Pilot / AutoPatch
Conditional Access

Exchange Online

Entra ID Hybrid Join

OneDrive / SharePoint Online

Cloud PKI Deployment

Azure Site Recovery (ASR)

Privileged Identity Management (PIM)
Microsoft Defender for Endpoint/Identity
Azure laaS/PaaS, Azure SQL, Sentinel

Cyber Security

Vulnerability Assessments (Internal/
External) and Penetration Testing

Risk Assessment Scoring / Internal Audits
ACSC Essential Eight Alignment (all levels)
Emergency Incident Response Works

Patch Management and Security Mainte-
nance works

Vulnerability Management (Tenable Cloud /
Nessus)

Infrastructure / Datacentre

DELL Gold Partners

DELL PowerEdge Servers

DELL ME4, SC, Unity XT, PowerStore Stor-
age products

DELL PowerSwitch S-Series, N-Series, Z-
Series, X-Series

Nutanix AHV / VXRail

Infrastructure Refreshes (design/
implementation)

Network Design (multi-site / multi-
datacentre)

ISP / Telephony Provider

NBN Business Connections (FTTN,
FTTB, FTTP, HFC, Fixed Wireless, Sat-
ellite)

NBN Metro Ethernet L2/L3 services
MS Teams Telephony

Broadworks & 3CX cloud platforms
Contact Centre and UC Platforms

Microsoft Technologies

e Active Directory Design / Migration
Microsoft Exchange

SQL Server

Microsoft Configuration Manager (aka
SCCM)

Public Key Infrastructure

Windows Server Platform

Active Directory Federation Services
Microsoft Remote Desktop and Remote-
App

e Role Based Access Control

Software Development

e Small application development engage-
ments

e Modifications/Changes to existing in-
house applications/source code

e Word/Outlook Add-in development

e APl Integration

e Database Design

e Sharepoint Development

e Application Packaging

Web Filtering / Anti-Spam

e Forcepoint, WebTitan / Secure Email,
Mimecast
e Turnkey Design/Deployment Services

Structured Cabling

e Open Caber Registration Endorsements
Structured Cabling

Coaxial

Fibre Optic

Fibre Splicing

New building fit outs or installation of
additional data points

Backup Products

e \eeam, Veritas and StorageCraft

e Veeam Cloud Connect Partner

e StorageCraft Offsite Backup Cloud provid-
er

e Backup Monitoring

e Backup Design/Implementation services

e Microsoft 365 Backups (Active Backup)

Firewalls
e Specialists in FortiNet, PaloAlto, Cisco
ASA, Meraki

Design / Migrations

SD-WAN Solutions

VPN Site to Site, User Based

Unified Threat Management solu-
tions and IPS

Application and User Control
Sandboxing Configuration

e High availability, WAN failover, BGP
failover, Redundant WAN routing

Monitoring Solutions

PRTG
Zabbix
Nagios
Cacti

Asset Management

e Lansweeper deployment and config
e Snipe-IT asset management

Corporate CCTV / Public Surveillance

e Enterprise Grade CCTV design

e large-scale CCTV installation

e Significant works in WA State CCTV
and Safer Communities programs

e Corporate VMS products including
Milestone, Genetec and Avigilon.

e Design and Implementation of large
scale wireless CCTV networks exceed-
ing 40 wireless links.

e Civil constructions of CCTV infrastruc-
ture.

e Anti-theft and equipment weather-
proofing

e Server Infrastructure, Network and
Storage design works for large surveil-
lance systems.

Alarms and Access Control

e Commercial access control and alarm
design and installation

e Integration with corporate CCTV prod-
ucts.

e Specialists Innerrange Integriti and
Paradox

Outdoor Wireless

e Licensed and Unlicensed P2P and
P2MP Design

e ACMA Co-ordination studies

e Specialists in Cambium, Siklu,
Radwin, Ubiquiti and DragonWave.

e Links up to 35KM

e Link Alignment services

e Communication Equipment rigging

Indoor Wireless

e Specialists in Cisco Aironet, HP Aruba
and Ubiquiti
Wireless Site Surveys
Network Design
PEAP/EAP Configuration (802.1x)
Structured Cabling / AP Installation
WLC Deployment / Configuration
RADIUS (NPS / Clearpass)

Disaster Recovery

e VMware Stretched Cluster

e Layer2 / Layer3 Disaster Recovery
failover solutions

e Microsoft Azure Site Recovery

e Veeam Cloud Connect Partner

e Veeam Backup and Replication Failo-
ver

e VMware SRM

Virtualization

e VMware vCenter, Nutanix AHV, Hyper
-V
e Hyperconverged (VxRAIL / Nutanix)

Routing and Switching

e Advanced network design/
implementation engagements.

e Multi-site / Multi-Datacentre routing
topologies.

e Dark Fibre / Leased Fibre / MPLS

Network Security

e Network Segmentation
e Network Access Control (NAC)
e Aruba Clearpass



